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AEITOUPYIKEC OAOUVAMIEC OIKTUOU
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TagivopnNon EVEPYWYV EPAPUOYWV

«  KaTtnyoplotroinon Kal ouadoTroinon EVEPYWY
flows avaAoya pe 1O €idD0OC TWV EQAPUOYWYV OTTO
TIC OTTOIEC TTPOEPXOVTAN

«  Cisco NBAR (Network-based Application
Recognition):

— Identify applications and protocols from Layer 4 through
Layer 7

— NBAR can now inspect the full packet payload

«  EvnuEpwaon ue kataAAnAa Packet Description
Language Modules (PDLM)
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TagivopnNon EVEPYWYV EPAPUOYWV

class—map match—any p2p
description Catch all p2p traffic
match protocol kazaa2 file-transfer "="
match protocol fasttrack file-transfer "="
match protocol gnutella file-transfer "="
match protocol napster
match protocol http url "\,hash=="
match protocol custom-01
match protocol custom—-02
match protocol custom—05
match protocol custom—07

ip nbar port-map custom-03 udp 1863 5190 6901 4000

ip nbar port-map custom-03 tcp 1863 6901 20000 20019 20039 20059

ip nbar port-map custom—-02 udp 4660 4661 4662 4663 dbbd 4665 6EL1 6662 BEES
ip nbar port-map custom-02 tcp 4660 4661 4662 4663 dbbd 4665 6661 6ELZ BEES
ip nbar port-map custom-01 udp 4672 4673 6257 63d6 6347 3531 4246 3191

ip nbar port-map custom—-01 tcp 6881 6882 6883 6884 6885 68386 6837 6388 63889
ip nbhar port-map irc udp 194 6667 6668 66EEY

ip nbhar port-map irc tcp 194 6667 6668 6669

13
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AtroTuTTWON — ETroTrTEiO

Input Output.
Protocol Packet Count Packet Count
Byte Count Byte Count
5 minute bit rate {bps} 5 minute bit rate {bps?
http 1528323249 1514213493
— 1297001425866 677735497595
7794000 3523000
custom—02 1206656356 1246209229
— 416806148784 521208337687
1425000 2647000
custom-01 774670322 992924853
— 298980974057 337103567045
1418000 2306000
ftp 597383938 712177631
— 248822703814 2809057380210
776000 2662000
kazaa2 649681419 401087768
— 298136276584 293749338470
1194000 496000
gnutella 216767570 219361641
— 642811496604 68505401267
557000 447000
fasttrack 56998508 61659306
40330176133 24009121644
681000 152000
streamwork 204615100 28683
27201303434 10144858
535000 0
napster 83057094 76776786
—— 50793262344 32875114367
231000 205000
ipsec 0 0
0 0
0 0
unknown 4068610233 4976958083
1976850425333 2950112539328
9300000 13711000
Total 10668368755 11118102058
5171291599779 5990685019474
25127000 27068000
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[eplopioyoi

policy-map AUTH
description Police p2p traffic
class p2p
police 4096000 128000 128000 conform—action transmit exceed-action drop
class class—default
fair-queue
fair—queue gqueue-limit 50
class—map: p2p {(match—any?
713751332 packets, 319566136585 hytes
5 minute offered rate 5495000 bps,. drop rate 1326000 bps
match: protocol kazaa2 file-transfer "="
15263410 packets, 17060100654 hytes
5 minute rate 72000 bps
match: protocol fasttrack file-transfer "="

8602951 packets, 7129084159 hytes

" police:
2 ninute rate 110000 bps @ o W | 4096000 bps, 128000 Limit, 128000 extended linit
match: protocol gnutella file-transter conformed 626509403 packets, 229967812568 hutes: action: transmit
929‘_15? packets. 793632017 bytes exceeded 86197173 packets, 89888451487 bytes: action: drop
9 minute rate O bps conformed 4126000 bps, exceed 1375000 bps violate 0 bps
match: protocol napster
22285475 packets, 10522267173 bytes class—map: class—default {match-any}
5 minute rate 255000 bps 2202663601 packets, 1270757327629 bytes
match: protocol http url "\ hash==" 5 minute offered rate 21449000 bps. drop rate 0 bps
200628 packets,. 147057890 bytes match: any
B minute rate 0 bps 2202663601 paCketS’ 1270757327629 butes
match: protocol custom-01 5 minute rate 21449000 bps
297461350 packets, 104535773874 bytes | Okeue size O. queue Linit 3321
5 minute rate 2257000 bps Pathets COULPL: s PACUOL SoPS

tail /random drops 0, no buffer drops 0. other drops 0

match: protocol custom-02 fair-queue: per-flow queue limit 50

343414330 packets, 170003176122 bytes -

5 minute rate 2602000 bps
match? protocol custom—-05
7906219 packets, 2720750847 bytes
5 minute rate 40000 bps
match: protocol custom-07 17
17637512 packets, 6654293849 bytes
5 minute rate 147000 bps




Agenda

A&ITOUPYIKEG AOUVAUIES OIKTUOU
MeTpa

TagIivOuNnNon EVEPYWV EPAPHOYWV
AtroTuTTwOnN — Etrotrreia

Meplopiopuoi

AlaypapupaTta

Unknown traffic

2UUTTEPAOCHATO

18




AlaypAappaTa

Incoming Traffic E
20 M f
15 M =
y : p2p ~ 12.89 Mbps
wi
o 10M .
o= |
= . ! http ~ 7.87 Mbps
5 M AT
¥
0 t + e
Jun  Jul Aug  Sep  Oct  Now Jan  Feb  Mar
Wpep Dhttp W ftp Wirc Oun rest -
max*imum%rage current average (%)
pap 12.89 Mb/s 6,37 Mb/s 5.32 Mb/s 32,3
http 7.87 Mb/s 4,72 Mb/s 7.02 Mb/s 24.1
ftp 3.89 Mb/s 1.11 Mb/s 0.52 Mb/s 5.7
irc 309,36 kb/s 54,02 kb/s £9.22 kb/s 0.3 Last Update:
unkn 12.18 Mb/s 6.07 Mb/s 7.87 Mb/s 30,7 Apr 21 11:05:34 2004
rest 3.74 Mb/s 1.39 Mb/s 1.44 Mb/s 7.0
Outgoing Traffic Z
EEEE :
20 M :::
% [vearly Graph] )
= 10 ¥
/
M Fiin
0

Jun  Jul Aug  Sep Oct Mow Dec  Jan Feb Mar
Wp2p @http W ftp W irc O unknown O rest -—-—

maximum average current average (%)
pap 17.96 Mb/s 7.71 Mb/s S.62 Mb/s 3.5
http S.46 Mb/s 2.91 Mb/s S.46 Mb/s 12.3
ftp 4,40 Mb/s 2.71 Mb/s 1.93 Mb/s 1.3
irc 178.88 kb/s 77.40 kb/s 99,66 kb/s 0.3 Last Update: 19
unkn 20,33 Mb/s 9.97 Mb/s 9.28 Mb/s 40,2 Apr 21 11:05:37 2004
rest 2.76 Mb/s 1.07 Mb/s 1.21 Mb/s 4.4




AlaypAappaTa

Incoming Traffic

20 M ;

15 M 3
U Z
a -
- e
‘2 10 M Tiag ’ l\ £ ‘“(‘— }
=] '_!‘r

5 M v T Im‘

T b AH ...... Nyt - n -~ Y -‘f - p2p ~ 5-08 Mbps
F—- + e S .,
12:00 18:00 00: 00 06:00

Wp2p @http M ftp W irc O unknown [O rest -—- — | http ~ 11_32 Mbps
masximum M average (%)

pep 5.08 Mb/s 4,33 Mb/s 4,12 Mb/s 20.6
http 11.32 Mb/s 6.18 Mb/s 9.97 Mb/s 27. 4
ftp 3.92 Mb/s 1,368 Mb/s 0.86 Mb/s 6.3
irc 113,49 kb/s 43,25 kb/s 27.21 kb/s 0.2 Last Update:
unkn 11.23 Mb/s 8,30 Mb/s 7.71 Mb/s 39.2 Sep 30 10:05:31 2004
rest S.87 Mb/s 1.41 Mb/s 1.42 Mb/s 6.3
Outgoing Traffic %
20 M 5
15 M s
o A
a »
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.l-’
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S M .\f‘ - 1
3 & wr oy Ao
et bl et - H - b
o DY, - PN H o e, — Pl
i é :>
12:00 18:00 00: 00 08: 00

Wpzp Ehttp M ftp W irc O unknown [O rest -—-—

maximum average current average (%)
pep S.98 Mb/s 4,50 Mb/s 4.12 Mb/s 17.0
http S.56 Mb/s 3.02 Mb/s 2.88 Mb/s 11.4
ftp 5.82 Mb/s 3.89 Mb/s 3.48 Mb/s 14. 6
irc 524,77 kb/s 148,82 kb/s 23.11 kb/s 0.6 Last Update:
unkn 16.51 Mb/s 13.85 Mb/s 14,13 Mb/s §2.2 Sep 30 10:05:34 20049 20
rest 1.85 Mb/s 1.13 Mb/s 1.46 Mb/s 4.2
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Unknown traffic

* Update pdim signatures

54 2Te G @D escription Language Modules

Select a File to Download
Sort by : I Filename vl Go |

Filename

Winhx pdim
PDLM to classify WinhX traffic.

hittorrent.pdim
PDLM to classify Bittorrent traffic.

NBAR bittorrent pdim readme.pdf
Please read prior to intalling and using bittarrent pdim.

ghutella.pdim
PDLM to classify Gnutella traffic

NBAR gnutella pdim readme.pdf
Please read prior to installing and using Gnutella PDLM.

NBAR SAP pdim readme.pdf
Please read prior to installing and using SAP PDLM.

NBAR Winhx pdim readme.pdf
Please read prior to installing and using Winhx PDLM.

NBAR eDonkey pdim readme.pdf
Please read prior to installing and using eDonkey PDLM.

eDonkey.pdim
This PDLM is used for classifying P2P eDonkey and eMule traffic.

nbar citrix_pdim_readme.pdf 22
Please read prior to loading and using the Citrix PDLM.




Unknown traffic

* debug ip nbar unclassified-port-stats

authnet-gw-ng#sh ip nbar unclassified-port-stats tcp top 15

K906/ tcp:
(19063 tcp:
I642 /tcp:

6890/ tcp:
9176/ tcp:
55555/tcp:
30374 /tcp:

45/tcp:
5643 /tcp:
4668/tcp:
6894 /tcp:
5001/tcp:
33021/tcp:
6892/ tcp:
6893 /tcp:

299264011
253463399
213089170
151005408
122455967
112243125
106893589
97490301
/8696357
/0962080
66554293
61215445
60417542
57436762
55561347

23




Unknown traffic
- 19069 (Dec) <=> 4A7D (HEX)

authnet-gw-ng#sh 1p cache tlow | 1 4A7D

v1999 61.57.104.228 V1100 155.207.20.97 11 8BFE 4A7D 2
v1999 24.255.17.159 V1100 155.207.20.97 11 6CCA 4A7D 1
V1999 24.255.17.159 V1100 155.207.20.97 11 6CDB 4A7D 1
V1100 155.207.20.97 V1999 172.184.22.185% 11 4A7D 18CA 3
v1999 24.255.17.159 V1100 155.207.20.97 11 6CE6 4A7D 1
v1999 24.255.17.159 V1100 155.207.20.97 11 6CFE 4A7D 1
v1999 24.255.17.159 V1100 155.207.20.97 11 6CF4 4A7D 1
v1999 200.88.55.189 V1100 155.207.20.97 11 0D63 4A7D 1
V1999 200.50.58.62 V1100 155.207.20.97 11 0AYC 4A7D 1
V1100 155.207.20.97 V1999 81.69.185.219 11 4A7D 18CA 5
V1999 80.15.145.99 V1100 155.207.20.97 11 18CA 4A7D 3
V1100 155.207.20.97 V1999 82.123.182.134 11 4A7D 18CA 5
V1100 155.207.20.97 V1999 80.8.187.252 11 4A7D 18CA 11
v1999 68.220.23.165 V1100 155.207.20.97 11 3DAC 4A7D 1
V1100 155.207.20.97 V1999 200.232.191.39 11 4A7YD 85C9 4
v1999 131.215.240.203 v1100 155.207.20.97 11 61AE 4A7D 1
V1100 155.207.20.97 V1999 84.26.246.229 11 4A7D 5408 3
V1100 155.207.20.97 V1999 83.114.178.238 11 4A7D 18CA 5
V1999 161.6.222.189 V1100 155.207.20.97 11 18CA 4A7D 6
v1999 82.33.24.251 Vw1100 155.207.20.97 11 ABCY 4A7D 5
v1999 80.132.220.216 V1100 155.207.20.97 11 0900 4A7D 1
v1999 203.169.195.171 V1100 155.207.20.97 11 18CA 4A7D 2
v1999 212.202.77.50 V1100 155.207.20.97 11 18CA 4A7D 1
v1999 4.226.171.208 w1100 155.207.20.97 06 ODEF 4A7D 6
V1100 155.207.20.97 V1999 213.89.45.248 11 4A7D 18CA 7
v1999 24.77.246.74 V1100 155.207.20.97 11 18CA 4A7D 1
V1999 24.169.219.68 V1100 155.207.20.97 11 5839 4A7D 1
v1999 65.24.245.245 V1100 155.207.20.97 11 18CA 4A7D 5
v1999 211.30.121.200 1100 155.207.20.97 11 2B41 4A7D 1
v1999 69.15.36.131 V1100 155.207.20.97 11 18CA 4A7D 3
V1100 155.207.20.97 V1999 83.114.197.66 11 4A7D 18CA 5
V1100 155.207.20.97 V1999 82.228.197.20 11 4A7D 18CA 4
V1999 81.185.192.230 V1100 155.207.20.97 11 93F7 4A7D 1
V1100 155.207.20.97 V1999 62.16.152.151 11 4A7D 18CA 5
V1100 155.207.20.97 V1999 81.106.196.100 11 4A7D 18CA 1
v1999 24.225.188.203 w1100 155.207.20.97 11 18CA 4A7D 1 24
V1100 155.207.20.97 V1999 82.67.197.184 11 4A7D 18CA 5
V1100 155.207.20.97 V1999 81.178.224.233 11 4A7D 7BA3 3
T NN 1CC 72N7 TN Q7 (P ANsTeTs! o7 177N 1407 N& 11 AA7n 10~ 1




Unknown traffic

* debug ip nbar filter destination_port 19609
* debug ip nbar trace 50

oNumber of- startlng packets to capture in other

words, how many- packets to capture after the TCP/IP
SYN packet

oNumber of flnal packets to capture, in other words,
how many packets at the end of the flow for which
space should be reserved.

oNumber of total packets to capture.

25




Unknown traffic

*sh ip nbar trace

authnet-gw-ng#sh 1p nbar trace

Session
Session

Sessjon
Session

Session
Session

selected due to match on : Destination (TCP) Port (19069)

contains the following flows :
69.178.13.143:2084 <--> 155.207.20.97:19069(tcp)

selected due to match on : Destination (TCP) Port (19069)

contains the following flows :
67.162.171.61:62097 <--> 155.207.20.97:19069(tcp)

selected due to match on : Destination (TCP) Port (19069)

contains the following flows :
82.156.210.230:3377 <--»> 155.207.20.97:19069(tcp)

26




Unknown traffic

* sh ip nbar capture

authnet-gw-ngi#sh 1p nbar capture

Session selected due to match on : Destination (TCP) Port (19069)

Session contains the following flows :
£9.178.13.143:2084 <{--> 155.207.20.97:19069(tcp)

FF[1 ] TCP £69.478.143.143(2084) -> 64.106.205.70(19069) SYN
45 00 00 30 Sa 87 40 00 6e 06 b6e cf 45 bz 0d 8&f EuaQaBanianaEq s
Sb cf 14 61 08 24 4a 7d 8Z 47 fb 8 00 00 00 00 N L A T
70 02 £f ff ae dc 00 00 0Z 04 05 h4 01 01 04 0Z Bliecsos mpseypizaios o cotesigyerin

FF[2z ] TCP 69.178.13.143(2084) -> 155.207.20.97(19069) SYN
45 00 00 30 Sa 87 40 00 6e 06 b6e cf 45 b2 0d 8&f E..0..B.n.n.E...
Shb cf 14 61 08 24 4a 7d 82 47 fh 8 00 00 00 00 RE = ok = A R E R P e
70 02 f£f ff ae dc 00 00 0Z 04 05 b4 01 01 04 02 [ s e e A e e

FF[3 1 TCP 155.207.20.97(19069) -> 69.178.13.143(2084) ACK SYN
45 00 00 30 01 S9e 40 00 7f 06 f6 b8 9b cf 14 61 T N Oy B a
45 b2 O0d 8f 4a 7d 08 24 04 2d 7a 2c 82 47 fb e9 Ewvesde £80mZi+h
70 12 fa f0 35 81 00 00 0Z 04 05 b4 01 01 04 02 ez przsns o o
FF[4 1 TCP 155.207.20.97(19069) -> 69.178.13.143(2084) ACK SYN
45 00 00 30 01 Se 40 00 7f 06 f6 b8 Sb cf 14 b1 | | A a
45 b2 Od 8f 4a 7d 08 24 04 2d 7a 2c 82 47 fb e9 Eoiadei$i=24:6
70 12 fa f0 35 81 00 00 0Z 04 05 b4 01 01 04 02 R PR R N
FF[S 1 TCP 6£69.178.13.143(2084) -> 155.207.20.97(19069) ACK
45 00 00 28 Y9a db 40 00 6e 06 be 88 45 bZ Od 8f EvvaillnnBanizneE
9p cf 14 61 08 24 4a 7d 82 47 fb e9 04 2d 7a Zd s Qabdiaalseesdn
20 10 £f ff 5d 36 00 0O Bl B
FF[6 1 TCP £9.178.13.143(2084) -> 80.59.198.201(19069) ACK
45 00 00 28 Y9a db 40 00 6e 06 be 88 45 bZ Od 8f E..(..B.n.n.E...
9b cf 14 61 08 24 4a 7d 82 47 fb e9 04 2d 7a 2d R o 5 EE e o
50 10 ff ff 5d 36 00 0O F 16

FF[7 1 TCP 69.178.13.143(2084) -> 155.207.20.97(19069) ACK RST
45 00 00 28 9a d7 40 00 6e 06 6e 87 45 b2 Od 8F E..(..@.n.n.E...

Sh cf 14 61 08 24 4a 7d 82 47 fb e9 04 Zd 7a Zd o e i o Do S T
5N 14 NN NN &A 32 AN NN P 12




Unknown traffic

90 18 fa c7 64 9f 00 00 47 45 54 20 2f 75 72 69 Brridiyw s BET wfUPT
2d 72 65 73 2f 4de 32 52 3f 75 72 be 3a 73 68 bB1 -res/NZR7urn:sha
31 3a 598 32 4a 55 52 4F 46 52 30 59 47 45 48 52 1 :XZJUROFRPYGEHR
93 42 45 56 53 53 4d 55 37 56 57 51 59 33 55 4F SBEVSSMUZVWAY3UO
4e 56 20 48 54 54 50 2+ 31 Ze 31 Od 0Oa 48 6f 73 NY HTTP/1.1..Hos

74 3a 20 38 32 2e 31 35 36 2e 32 31 30 Z2e 32 33 te 82 ADB 21023
30 3a 36 33 34 36 0d Oa 58 2d 46 65 61 74 75 72 0:6346. .X-Featur
69 73 3a 20 67 32 2f 31 2e 30 Od Oa 52 61 6e 67 es: g2/1.0..Rang
65 3a 20 62 79 74 65 73 3d 30 2d 36 35 35 33 35 e:
Od 0a 55 73 65 72 2d 41 67 65 be 74 3a 20 53 68
61 72 65 Bl 7a b1 20 32

LF[12 ] TCP 155.207.20.97(19069) -> 82.156.210.230(3377) AC
45 00 01 27 09 85 40 00 7f 06 1b 99 Shb cf 14 61 A s e s s a
92 9c dZ eb 4a 7d Od 31 04 dO 7d 99 01 86 c4 cd e A LTy
50 18 fa c7 64 9f 00 00 47 45 54 20 2f 75 72 69 P vds s BET “furd
2d 72 65 73 2f de 32 52 3f 75 72 be 3a 73 68 61 -res/NZR?urn:sha
31 3a 98 32 4a 55 52 4f 46 52 50 59 47 45 48 52 1 : XZ2JUROFRPYGEHR
93 42 45 56 53 53 4d 55 37 56 57 51 539 33 55 4f SBEVSSMU7YVIWRQY3UO
4e 56 20 48 54 54 50 2f 31 Ze 31 Od 0Oa 48 6f 73 NV HTTP/1.1..Hos
74 3a 20 38 32 Z2e 31 35 36 Z2e 32 31 30 2e 32 33 t: 82.156.210.23
30 3a 36 33 34 36 0d Oa 58 2d 46 65 61 74 75 72 0:6346. .X-Featur
65 73 3a 20 67 32 2f 31 2e 30 Od Oa 52 61 6e 67 es: g2/1.0..Rang
65 3a 20 62 79 74 65 73 3d 30 2d 36 35 35 33 35 :
Od O0a 55 73 65 72 2d 41 67 65 6e 74 3a 20 53 68 . .User-Agent: Sh
61 72 65 61 7a 61 20 32 reaza 2

LF[13 ] TCP 82.156.210.230(3377) -> 155.207.20.97(19069) ACK PSH
45 00 05 5d b9 3c 00 00 72 06 b4 ab 52 Y9c dZ eb [ I S - A
9b cf 14 61 O0d 31 4a 7d 01 86 c4 cd 04 dO 7e 98 npn s VDL il o mm s m e mine
90 18 21 39 56 7a 00 00 48 54 534 50 2f 31 Ze 31 BadO¥z. cHTTREFL 4
20 35 30 33 20 42 75 73 79 20 51 75 65 75 65 64 503 Busy (Queued

Od Oa 53 65 72 76 65 72 3a 20 53 68 61 72 65 61 . .Server: Shareg
7a bl 20 32 Ze 31 Ze 30 Ze 30 0d 0Oa 43 6f Ge bGe Za 2215000 Eonn
65 63 74 69 6f Be 3a Z0 4b 65 65 70 2d 41 6c 69 ection: Keep-Ali
76 65 0d 0Oa 41 63 63 65 70 74 2d 52 61 6e 67 65 ve. .Accept—-Range
73 3a 20 62 79 74 65 73 0d 0Oa 4c 69 73 74 BH 6Ge s: bytes..Listen
Zd 49 50 33 20 38 32 Ze 31 35 36 Ze 32 31 30 Ze -IP: 82.156.210.
32 33 30 3a 36 33 34 36 0d 0a 598 2d 50 65 72 48 230:6346. .X-PerH 28
6f 73 74 3a 20 32 0d Oa 58 Z2d 4e 69 63 6h 3a 20 ost: 2..X-Nick:
43 b1 74 77 65 61 7a bc Catweazl

——




Unknown traffic
- 4642 (Dec) <=> 1222 (HEX)

Session contains the following flows :
218.162.151.8:4938 <--> 155 207.52.18:4642 (tcp)
FF[23 ] TCP 155.207.52.18(4642) -> 168.95.5.142(4938) ACK PSH

45 00 00 84 7b bl 00 00 7f 06 7e 36 9b cf 34 12 E...{...... 6..4.
da a2 97 08 12 22 13 4a 9f e7 af Of b7 68 39 ca ..... R I ha.
50 18 3f 4a 18 0Ob 00 00 e3 57 00 Q00 00 59 cd ad P.71..... W, ..Y.
chb 7a 79 1d 62 20 ca e3 3a b3 17 f0O 31 29 44 00 .zy.b ..:...l)D
5b 48 65 6e 74 61 69 5d Sb 61 6e 69 6d 65 5d Sb [Henta1][an1me][
75 6e 63 65 6e 73 6f 72 5d Sb a9 5d b6 d4 af 66 uncensor][.]...f
b4 c9 5d 4e 69 67 68 74 20 53 68 69 66 74 20 4e .JNight Sh1ft N
75 72 73 65 73 20 2d 20 4b 61 72 74 65 20 30 35 urses - Karte 05
2e Bl 76 69 Lavi
FF[24 ] TCP 155.207.52.18(4642) -> 141.76.2.4(4938) ACK PSH
45 00 00 84 7b bl 00 Q0 7f 06 7e 36 9b cf 34 12 E...{...... 6..4.

da a2 97 08 12 22 13 4a 9f e7 af Of b7 68 39 ca ..... P I ha.
50 18 3f 4a 18 Ob 00 00 e3 57 00 00 00 59 cd ad > S Tey X .
c6b 7a 79 1d 62 20 ca e3 3a b3 17 fO 31 29 44 00
5b 48 65 6e 74 61 69 5d 5b 61 6e 69 6d 65 5d Sb
75 6e 63 65 6e 73 6f 72 5d 5b a9 5d b6 d4 af 66
b4 c9 5d 4e 69 67 68 74 20 53 68 69 66 74 20 4e
75 72 73 65 73 20 2d 20 4b 61 72 74 65 20 30 35
2e bl 76 B9

ZY .
[Henta1][an1me][
uncensor][.].

.JNight Shift N
urses - Karte 05
L av
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Agenda

A&ITOUPYIKEG AOUVAUIES OIKTUOU
MeTpa

TagIivOuNnNon EVEPYWV EPAPHOYWV
AtroTuTTwOnN — Etrotrreia

Meplopiopuoi

Alaypdupupara

Unknown traffic

2UUTTEPAOC AT
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2UUTTEPACHOATO

Incoming Traffic

20 M

15w p2p ~ 5.96 Mbps

10 M

bits/sec

c M_..

ST S B (ST T R e ftp ~ 6.11 Mbps
PR sat o
Wpep Dhttp W ftp W irc O unkno

et I http ~ 13.47 Mbps

0-1

maximum“’—”;;erage current average (%)
pap 5,95 Mb/s 4,88 Mb/s 4,13 Mb/s 22.3
http 13.47 Mb/s 5.83 Mb/s 10.66 Mb/s 24,8
ftp 6.11 Mb/s 1.01 Mb/s 1.30 Mb/s 4.4
irc 16,59 Mb/s 0.16 Mb/s 0.03 Mb/s 0.8 Last Update:
unkn 14.11 Mb/s 8.81 Mb/s 6.37 Mb/s 39.2 Sep 30 11:50:31 2004
rest 13.29 Mb/s 2,01 Mb/s 1.23 Mb/s 8.5

*2nueio ava@opdg 1o congested link
*2TOXO0G N OiKAIN KATAVOMK TTOPWV
‘Biwoiun kai 6x1 BEATIOTN AUON

*«Avadpaon» ME ETTOTTTEIA
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